PARTICIPATING ADDENDUM
EFOR

Commonwealth of Pennsylvaniz Cotittact 4400010331
for PBX & Key Telephone Systems, Equipment and Other Related Setvices
Between
The State of Connecticnt and Altuta Communication Solutions

This Participating Addendum will add the State of Connecticut as a Patticipating State to purchase from
the Commonwealth of Pennsylvania Contract for PBX & Key Telephone Systems, Equipment and Other
Related Seevices Contract Number 4400010331 with Alura Communication Solutions.

1, Scopes

Unless otherwise defined, all capitalized tertns in this Participating Addendum shall have the meanings
asciibed to them in the Commonwenlth of Pennsylvania Contract for PBX & Key Telephone
Systerns, Equipment and Other Related Sasvices Contract Number 4400010331 {the “Mastet
Agreement PA4400040351%),

The following are authorized Purchasing Budties under this Participating Addendum: All state
agencies, waiversities, public schools, municipalities of the State of Connecticut and quasi-
governmental public procurement units in the State of Connecticut,

2, Additional Terms:

Altura will extend the tien current pricing of Mastes Agteement B-05-020 for all State Ageacies with
accounts setive fromi 10/1/2013 to 10/16/2014. Any new puichases shall use the pricing under this
Commonwealth of Pennsylvania Contenct 4400010331,

Altura will submit involces, hill the Stare, and use the putchase ordet system ja accordance to the
State of Connecticut’s today’s billing practice.

The pacties agree that the following provisions (Patticipating Addendum) shalt apply to aay sction, purchase or
putchase order Issued by the State of Connecticut or any of its pacticipating entities.

Definitions: The following definitions apply to this Pasticipating Addendum

a) Claims: All actions, suits, claims, demands, investigations and proceedings of any ldnd, open, pending ot
fliweatencd, whether mature, unmatuted, contingent, known or unknown, at law or in equity, in any forum,

1 Confidential Information: Any name, nunber ot othet: information that may be used, alone ot in conjunction
with any other information, to identify 2 specific individunl including, but not limited to, such individual's
narne, date of bizth, mothes's maiden name, motor vehicle opeeator’s lieense mnnher, Social Secority number,
employee identification numbet, employet of tnxpayer identification number, alien registration rumber,
government passport numbe, health Insurance identification numbes, demand deposit account numbes,
savings account numbes, credit caed number, debit card aumbes or unique biometrde data such s fingerprint,
volce prlnt, reting ox ivis image, or other unique physical tepresentation. Without limiting the foregolag,
Confidential Infogmation shall also include any information that the Department classifies as “confidential” or




d}

“yesteicted.” Confidential Information shall not include infosmation that may be lawfully obtained from
publicly available sources ox fiom federal, state, or local government tecords which are lawfully made available
to the peneral public,

Confidential Informmation Breach: Tiis shall mean, generally, an instance whete an unavthorized person ox
entity accesses Confidential Information in any mannas, including but sot limited to the following occutrences:
(1) aoy Confidential Information thet is not enctypted or protected is misplaced, lost, stolen ot in any way
compromised; (Zyone or more third parties have had access to o talen control ox possession of any
Confidential Information that is not encrypted ox protected without prior written suthogization fiom the State;
{3} the unanthorized acquisition of enctypied o protected Confidential Information together with the
confidential process o key that s capable of comptomisiag the integrity of the Confidential Information; ot
(4) if thete is » substantal risk of identity theft or frand to the client, the Contractor, the Depattment or State,

Contract: Commonsvealth of Pennsylvania Contenct 4400010331
Contractos; A person ot entity who excecutes the Contract.

Contractos Parties: A Coniractor’s members, directors, officers, shateholders, partners, managers, principal
officets, xepiesentatives, agents, sexvants, consultants, employees of sny one of them or any other petson or
eality with whom the Contractor is in privity of oxal ot written conteact and the Conttactot intends for such
othet perzon or entity to Petform under the Contract in any capacity.

DAS: Department of Adiministrative Seevices
Whistleblowing. "This Contract may be subject to the provisions of Section 4-61dd of the Connecticut General

Statutes. In accotdance with, this statute, if an officer, employee or appointing authority of the Contactor tales
or thieatens to take any petsonne] action ageinst any employee of the Contractor in tetaliation for such

" employed's disclosuze of information to any employee of the contracting state ot quasi-public agency or the

Auditors of Public Accounts or the Attorney Genregal under the provisions of subsection (a) of such statute,
the Contactor shall be Hable fot a chvil penalty of not more than five thousand dallaes for each offense, up toa
maximum of tweaty pet ceat of the value of fhis Contract. Each violation shall be a sepatate and distinct
offense and in the case of a contiowing violation, each calendar day's continuance of the violation shatl be
deemed to be a separate and distinct offense. The State may request that the Altoeney Genesal bring a civil
action in the Supetlot Court fot the Judicial District of Hattford to seel Imposition and tecovery of such civil
penalty, In accordance with subsection (£) of such statute, each large state conteactos, as defined in the statute,
shal! post a notice of the provisions of the statute relating to lage state conttactors in 4 conspicuous place
which is readily available for viewiing by the employees of the Contactor.

Foram and Choice of Law. The parties deam'the Conttact to have heen made in the Gity of Hatlord, State of
Connecticut. Both patties agree that it s fair and reasonable for the validity and construction of the Contract
1 be, and it shall be, governed by the laws and court decisions of the State of Coanecticut, without giving
effect to its principles of conflicts of Taws, ‘To the extent that any immunities provided by Fedetal Jaw or the
laws of the State of Connectieut do not bar an action against the State, and to the extent that these coutts ate
cougis of competent jurisdiction, for the purpose of venue, the complaint shall be made setumable to the
Judiclal Distsict of Flastfosd only ot shall be brought in the Unlted States District Coutt fog the District of
Connecticut only, and shall not be transferred to any ofber comt, provided, however, that nothing here
constitates a walver of compromise of the soveteign immunity of the State of Connecticut. The Contracto




a)

waives any objection which It may now have o will have to the lying of venue of any Claitms in wny foram and
fusther itrevocably submits to such jutisdiction in any suit, action ot proceeding,

Sovercign Immunity. The parties acknowledge and agree that nothing in the solicitation oy the Contract shall
be constrned as a modification, compromise or waiver by the State of any rights or defenses of any immunities
provided by Fedesal Jaw or the laws of the State of Connecticut to the State or any of its officess and
emplogees, which they may have had, now have or will have with zespect to all mattess atising out of the
Contract, 'To the extent that this section conflicts with any other section, this scction shall govesn.

Summaty of State Ethics Laws. Pugsuant to the requitements of section 1-101qq of the Connecticut General
Statutes, the summary of State ethics Iaws developed by the State Bihics Corminission purseant to section 1-81h
of the Connccticut General Statutes is incorpoxated hy teference into and made a past of the Contract as if the
sumimaty lind heen fully set forth in the Contract,

Campaign Contribution Resttiction, Fox all State contiacts, defined in Cona. Gen. Stat, §9-612()(3) as having
# value in 4 calendat year of $50,000 or mote, or a combination ot seties of such agteements ot contracts
having a value of $100,000 ot mose, the authotized signatoty to this Conteact expressty acknowledges teccipt of
dhe State Blections Enforcement Commission’s notice advising sfate contractots of state campaign contribution
and solicitation prohibitions, and will inform its principals of the contents of the notice, as set forth in "Notice
‘to Fxecntive Branch State Contractors and Prospective State Continctozs of Campaign Contiibution and
Solicitation Limitations,” attached to this Pagticipating Addendum,

Bxceative Osders. ‘This Contract is subject to the ptovisions of Bxecutive Order Mo. Thiee of Govemnor
Thomas J. Meskill, promulgated Junte 16, 1971, concerning labor employment practices, Executive Order No.
Seventeen of Govetnot Thosnas J. Mesldll, promulgated Febroary 18, 1973, concerning the listing of
employment openings and Executive Ozder No. Sixteen of Governot John G. Rowlnd promulgated Auguast 4,
1999, concerning viotence in the workplace, all of which ate incorpotated into and are made a pact of the
Conitract as if they had been folly set forth init. The Contract may also be subject to the applicable parts of
Txecutive Order No. 7C of Goveimot M. Jodi Rell, promulgated July 13, 2006, concerning contencting reforms
and Executive Otder No. 14 of Governor M., Jodi Rell, promulgated April 17, 2006, concerning procurement
of cleaning ptoducts and services, in accordance with theit respective texms and condidons. If Executive
Otdess 7C and 14 ate applicable, they ae decmed to be incotporated jnto and ate made a patt of the Contract
as if they had beceo fully set forth in it. At the Conteactor’s request, the Department shalt provide a copy of
these ordess to the Conteactor,

-3 Nondisciimination,

Fot putposes of this Section, the following terms are defined as follows:

i, "Commission” means the Commission on Human Rights and Opportonities;
# "Contract” and “contract” include any extension ot modification of the Contract ox: continel;
i, "Contractor” and “contractos” include any successois o assigns of the Contactor ot contractor;

iv.  "Gender identity or expression" means n person's gender-related identify, appearance ox hehaviot,
whethet ot not that gender-related identity, appearance ox belavios is different from that traditionally
associated with the petson's physiology ox assigned sox at bieth, which gender-related identity can be
shown by providing evidence including, but not Jimited to, medical histoty, cate or treatment of the
gender-related identity, consistent and uniform assettion of the gender-related identity o any other
cvidence that the gendes-telated identity is sincetely held, pait of a person's core identity or not being
assetted for an improper purpose;

. “good faith" means that degree of diligence which a reasonable person would exercise in the performance
of legal duties and obligations;

vi.  "good faith efforts" shall include, but not be limited to, those reasonable initial cfforts necessary to

comply with statutory ot regulatory tequitements and additional or substituted efforts whes it is
determined that such initial efforts will not be sufficient to comply with such requirements;




v,  “marital status” means heing slogle, marticd as recognized by the state of Connecticut, widowed, separated
or divoreed;

vill.  “mental disability” means one or mote mental disorders, as defined in the most recent edition of the

Ametican Psychiatric Assoclation’s “Diagnestic and Statistical Manual of Mental Disorders”, ot a record
of or regarding 4 petson as having one or more disorders,

ix,  “minosity business enterpeise” means any small contractor or supplicr of.materinls fifty-one percent or
mote of the capital stock, If any, o assets of which 1s owned by a person or persons: (1) who are actve in
the daily affairs of the enterptise, (2} who have the power to ditect the management and policies of the
the entetprise, and (3) who are members of & mivosity, as such termn is defined in subscction (3) of
Connectiont General Statutes § 32-9; and

x  “public works contract” menns any agreement between any indivichual, frm or corporation and the State or
any political subdivision of the State other than a muntcipality for constiuction, rehabiliiation, conversion,
extension demolition ot repair of a public building, highway or other changes ot improvements jn real
propetty, or which is financed in whole ot in patt by the State, Inclading, but not limited to, tmaiching
expenditutes, grants, loans, inswiance oy guarantecs,

Fox pugposes of this Section, the terms "Contract” and “contract” do not include a contract where each
contractot is (1) a political subdivision of the state, inchuling, but not limited to, a municipality, (2) 4 quasi-
public agency, as defined in Conn. Gen. Stat. Section 1-120, (3) any ather stute, including but not lmited to any
federally recopnized Indian tifhal governments, az defined in Conn. Gen, Stat, Section 1-267, (4) the federat
govemment, (5} # foreign government, of (6) an agency of a suldivision, agency, state or govemment described
in the immediately preceding enumerated items (1), (2), (3), () ot (5).

(1) 'The Contracror agrees and watrants that fn the petforinance of the Contract such Contractor will

not discriminate or permit disctimination against any person ot group of persons on the gronnds of race, colog,
religious creed, age, marital status, national ogigin, ancestiy, sex, gender identity or expression, mental
retardation, mental disability ot physical disability, including, but not limited to, blindness, unless i is shown by
such Contractor that such disability pievents pesformance of the wotk involved, in any manner prohibited by
the Jaws of the United States or of the State of Connecticut; and the Conitactor further agices to take
affirmative zction to insure that applicants with job-related qualifications are employed and that employecs are
teated when employed without regard to their xace, colon, teligious creed, age, matital status, national oxigin,
ancestry, sex, gender identlty of expression, mental tetasdation, mental disability or physical disability,
including, bat not limited to, blindness, unless it s shown by the Contractos that such disalility prevents
performance of the wosl involved; (2) the Contiactor agtees, in all solicitations oy advertisements for
employees placed by or on behalf of the Contmetor, to state that it Is an "affivmative action-equal epporiunity
employer” in accordance with regulations adopted by the Commission; (3) the Contractor agtees to provide
each Jabor unfon or representative of wotkers with which the Contractor has a collective bargaining Agreement
or other conttact of understanding and each vendot with which the Centractos has a conteact ox
undestanding, a notice to be provided by the Commission, advising the lbor union ovworless’ representative
of the Contractor's commitments under this section and to post copies of the notice in canspicuous places
availahle to employees and applicants for employment; (4) the Comteactor agees to comply with ench provision
of this Section and Connecticut General Statutes §§ 46a-68c and 46a-68F and with each repulation ot relevant
order issued by said Comnission pursuant to Connecticut Genesal Statutes §§ 46a-36, 46a-08¢ and 46a-685
and (5) the Contiactor agtees to provide the Commission on Thaman Rights and Oppottunities with such
information requested by the Commission, and permit access to perfinent books, records and accounts,
concerning the cmployment practices and procedures of the Contractor as relate to the provisions of this
Section and Connecticut General Statutes § 46a-56. IF the contiact is a public works conteact, the Conteactor
agrees and warcants that he will make good faith efforts to employ minosty husiness enterptises ns
subcontnctors and suppliets of materials on snch public wotks projects.

Determination of the Contractor’s good faith effotts shall include, but shall not be limited to, the following
factors; The Contenctos’s employment and subcontracting policies, pattetns and practices; affirmative
advertising, tecruitment and tratnlng; technical assistance activities and such other seasonable activities or
cfforts as the Commisslon may prescribe that nee designed to ensute the participation of minority business
enterprses in public wotks projects,




d)

The Contractor shall develop and maintain adequats documentation, in a mannes prescribed by the
Commisslon, of its pood faith effoits,

The Conteactor shall include the provisions of subsection () of this Sectlon in every subconteact ok prrchase
osder enteted into in order to fulfill any obligation of # contract with the State and such provisions shall be
binding on a subconteactor, vendor o manufacturer unless exempted by regulations or orders of the
Commission. The Contractor shull take such action with respect to any such subcontract or purchase order as
the Commission may direct a3 a means of enforcing such provisions including sanctions for noncompliance in
accordance with Connectout General Statutes §46a-56; provided If such Contractor becomes involved in, oris
threatened with, litigation with a subcontractor or vendor as a result of such direction by the Commission, the
Contactor may sequest the State of Connecticut to enter into any such litigation or negotiation prior thereto to
protect the interests of the State and the State may so entet.,

The Contractor agrees to comply with the regnlations teferred to dn this Section as they cxist on the date of this
Contnct and as they may be adopted oramended £rom time to time duting the term of this Contract and any
amendments theteto,

(1) 'The Contractor: agrees and wattants that in the performance of the Contiact such Contenctos: will not
disctiminate or permit disciimination against any person or group of pexsons on the grounds of sexual
oddentatioi, in any mannes prohibited by the Iaws of the United States ot the Swate of Connecticut, and that -
employees nre treated when employed without regard to their sexual otfentation; (2) the Contractor agrees to
provide each nbor union or representative of worlkess with which such Contractor has a collecttve bargaining
Agreement ot other contract or understanding and each vendor with which such Conteactor has & conteact ox
undetstanding, 4 notice to be provided by the Commission on Human Rights and Oppottunities advising the
lahot union ot wotkers' representative of the Contractor's commitments under this section, and to post copies
of the notice in conspicnens places available to employees and npplicants for employmeni; (3) the Contractox
agrecs to comply with ench provision of this section and with each regulation or relevant oxder issued by said
Commission putsuant to Connecticut Genernl Statates § 46a-56; and (4) the Conleactor agsees to provide the
Commission on Hutnan Riglts and Opportunities with such information requested by the Commission, and
permit access to petiinent bools, tecoids and acconnts, concetning the omploymeat practices and procedures
of {he Contractor which relate to the provisions of this Section and Connecticut General Statutes § 46a-56,

The Conteactor shall include the provisions of the foregoing paragraph. in every subconteact or purchase order
enfered into In order to fulfill any obligation of a contract with the State and such provisions shall be binding
ant 2 subcontractot, vendot of tmanufactares unless exempted by tepulations or otders of the Commission, The
Contractor shall take such action with tespect to any such subcontract or purchase ordet as the Commission
may ditect 45 a means of enforcing'such provisions including sanctions for noncompliance in sccordance with
Connecticut General Statutes § 46a-56; provided, if such Contractor becomes involved in, or is threntened
with, fitigation with a subcontractor ot vendor as a result of such direction by the Commission, the Contractos
may tequest the State of Conneeticut to enter Into any such Btigation or negotiation prior theteto to protect the
Intesests of the State and the State may so enter,
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hdempificalios

The Contractor shall indemaify, defend and hold harmless the State snd its officets, representatives, agents,
sexvants, employees, snccessots and assigns fiom and against any and all {1) Claims arising, directly ot
inditectly, in connection with the Contract, including the acts of commission or omission (collectively, the
“Acts”) of the Contractor or Contractor Pacties; and (2) linbilities, damages, losses, costs and expenses,
including but not limited to, attoraeys” and other professionals fees, arlsing, divectly ox indirectly, in connection
with, Claimas, Acts ox the Contract. 'The Contractor shall use counsel reasonahly acceptable to the State in
carrying out its obligations under this section, The Conteactor's obligations nnder this section to indemnify,
defend and hold hatmless against Claims includes Claims concetning confidestiality of any part of or all of the
Conttactor’s bid, proposal or any Records, any jntellectual property rights, othee proprictary tights of any
petson ot entity, copyrighted oz uncopyrighted co mpositions, scotet processes, pateated ot unpatented
inventions, articles or appliances famnished o used in the performance.

"The Contractot shall not be responsible for indemnifying ot holding the State hazmless from any liability
arising due to the negligence of the State ot any other pegson ot entity acting under the ditect control og
aupervision of the State,

"The Conteactor shall reimbutse the State Fos any and alf damages to the real or poisonal property of the State
caused by the Acts of the Conteactor ot any Contractor Patties. "The State shall give the Contractor reasonuble
notice of any such Claims. '

The Continctor’s dutiss under this section shall remain fully in effect and binding in aecosdance with the terms
and conditions of the Conttact, without heing lessened ot compromised in any way, even where the Contiactor
is sileged ot is found ta have merely contzibuted in pact of the Acts giving rise to the Claims and /o where the
State is alleged oy is found to have contributed to the Acts giving tise to the Claims.

The Contractos shall carry and maintais at all times duting the term of the Contract, and dusing the tme that
any provisions survive the tegm of the Contract, suficient genegal fiability insurance to satisfy its obligations
snder dhis Contract. "The Contractor shall name the State as an additional insured on the policy and shall
provide a copy of the policy to the Agency prior to the effective dute of the Conteact. The Contiaclos shalt not
Degin perfosmance until the delivery of the policy to the Agency. "Ihe Agency shall be entitted to tecover under
the Insurgnee policy even 1€ a body of competent jutisdiction determines that the Apeney or the State is
contiibutetily negligent.

“The tlghts provided in this section for the benefit of the State shall encompass the secovery of attortieys’ and

other professionals’ fees expended in pursuing 2 Claim against 2 thied pasty.

"This section shall survive the Tetinination of the Conteact and shall not be limited by reason of any insutance
coverage.

5. Tangible Personal Property.

"The Contractor ot its behalf and on behalf of its Affiliates, as defined below, shall comply with the provisions
of Conn, Gen. Stat. §12-411b, as follows:

For the term of the Conteact, the Conttactor and lts Affiliates shall coltect and remit to the State of Connecticut,
Department of Revenue Setvices, any Connecticut use tax due under the provisions of Chapter 219 of the
Connecticut Genetal Statutes for items of tangible petsonal property sold by the Contactor ot by agy of its
Affiliates in the same manner 2s if the Contractot and such'Affiliates wete engaged In the business of selling
tangible petsonal property for use n Connecticut and had sufficient nexus undes the provisions of Chapter 219 to
be tequired to collect Connecticut use tax;
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A customer’s papment of 4 use tax to the Conteactor ot its Affiliates celieves the customer of liability for the use tax;

The Contractor and its Affiliates shall remit all use taxes they collect from customets on or before the due date
specified in the Contyact, which mmay not be later than. the last day of the month next succeeding the end of 2
calendar quarter ot other tax collection pesiod during which the tax was collected;

The Contractor and its Affiliates ace not liable for use e billed by them but not paid to them by 2 customer; and

Any Conteactor or Affiliate who fails to remit vse taxes collected on behalf of its customers by the due date
specified in the Contract shall be subject to the interest and penalties provided for pexsons required to collect sales
tax under chapter 219 of the geneal statutes.

B) ot putposes of this section of the Conttact, the wotd “Affiliate” means any person, as defined n section 12-1
of the general statutes, that conteols, Is controlted by, oris under common control with apother petson. A
pexson conteols another petson if the person owns, diceetly or indirectly, more than ten per cent of the voting
secutities of the other person, The word “voting secutity” means a secutity that confers upon the holdex the
tight to vote for the election of members of the board of ditectors ot similar governing body of the business,
or: that is convettible inio, or entities the holdet to receive, upon its exetcise, & secutity that confess such a right
to vote. “Voting secutity” includes a geneal pattnership interest,

) The Contractor represents and watiaats that each of its Affiliates has vested in the Conttactor plenary
authotity to so hind the Affiliates in any agreement with the State of Connecticut, The Contractor on its owa
behalf and on. behalf of its Affiliates shall also provide, no later than 30 days aftcr recelving @ request by the’
State’s contracting authority, such information as the State may require to cosute, iu the State’s sole
determination, complinnce with the provisions of Chapter 219 of the Connecticut General Statures, inchuding,
but not limited to, §i2-411b,

6. 1dit and Inspection of Pl Places of Busingss and Records,

A The State and its agents, including, but not limited to, the Conaecticut Auditots of Public Accounts, Attosney
General and State’s Attorney and thelr respective agents, may, at reasonable hours, Inspect and examine all of
the pacts of the Conteactor's and Contractor Pasties' plants and plices of business which, in any way, ate
selated to, or involved in, fhe petformance of this Contsact,

b) The Contractor shall maintain, and shall require each of the Contractor Patties to maintain, accurate and
compléte Records. The Contractor shall make all of its and the Contractor Patttes Records availabla at all
reasonable houts for audit 'md inspection by the State and its agents.

) 'The State shall make all requests for any audit ot faspection in welting and shall provide the Contractor with at
least twenty-four (24) houts’ notice prior to the sequested audit and Jnspection date. If the State suspects fraud
ot other abuse, of in the event of an emergency, the State s not obligated to provide any prior notice,

d) Al audifs snd inspections shall he at the State’s expense.

¢) The Conteactor shall keep and preserve ot cause to be kept and presetved all of its and Conteactos Partics
Recotds untl three (3) yenzs after the latter of i) final payment under this Contract, ot {if) the expiration ov
earliet tepminntion of this Contract, as the same may be modified for any renson, The State may request an
audit ox inspection at any time dusing this petiod. Ifany Claim or audit is stested before the expiration of this
petdod, the Contractos shall setaie or cause to be retained all Recoxds until alt Claims ot andit findings have
heen resolved,
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b)

The Contsactor shall cooperate fully with the State a0d its agents in connection with an andit or inspection.
Following any audit ot inspection, the State may conduct and the Contractor shall cooperate with an exit
conference.

The Contactor shall incorporate this entite Section verbatim into any contxact ot othe agreement that it cnters
into with any Contractor Pacty,

Protection of Confidential Infosmation,

Contractor and Contractor Pasties, at theic own expense, bave a duty to and shall protect from a Confidential
Information Breach any and all Confidential Information which they come to possess ok control, wherever and
however stoted or maintained, in 2 commercially ressanable mannet i accordance with corrent industry
standaids.

Fach Contrctor of Contractot Pacty shall develop, implement and maintiin a compsehensive data - security
progeam for the protection of Confidential Information. ‘The safeguards contained in snch program shall be
consistent with and comply with the safeguards for protection of Confidential Information, and infoymation of
a similae chatactes, as set Foxth fn all applicable fedexal nud state law and written policy of the Depattment o
State coneetning the confidentiality of Confidential Infornation, Such data-security program shall include, but
not be limited to, the following!

A security policy for employees related to the storage, access and transpottation of data containing Confidential
Information;

Reasonuble restrictions on access to records containing Confidential Informatlon, inchuding access to any locked
storage whete such tecords ace kepi;

A process for reviewing policies and security measures at least annwally;

Creating secute access controls to Confidential Information, Inclading but pot limited to passwords; and

Enciypting of Confidential Information that is stoted on laptops, portable devices or heing transmitied
electronically.

©)

The Conteactor and Contractor Partics shall notify the Department and the Connecticut Office of the Attorney
Genesal as soon as practical, but no later than twenty-four (24) hours, after they become awate of ox suspect
that any Confidential Infosmation which Contractor or Contractar Partics have come to possess ot control has
been subject to a Confidential Information Breach, Ifa Confidential In formation Breach has occusted, the
Contractos shall, withia three (3) business days after the notification, present a credit monitoring and
protection plan to the Commissioner of Administrative Sevices, the Depattment and the Connecticut Office
of the Attotney Genetal, for review and approval. Such ctedit monitoting or protection plan shalk e made
available by the Contractor At its own cost snd expense to all individuals affected by the Confidential
Tnformation Breach, Such credit mositoring or protection plan shall include, but is not limited to
telmbursement for the cost of placing and lifting one (1) secutity (ieeze per credit file pursuant to Conaccticnt
General Statutes § 36a-70%a. Such credit monitoting or protection plans shall be approved by the State in

8
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accotdance with this Section and shall cover a length of time commensurte with the citcumstances of the
Confidential Infosmation Breach, The Contuactors’ costs and expeases for the ctedit monitoring and
protection plan shall not be secoverable from the Depaetment, any State of Connecticut cntity or any affected
individuals,

The Contractor shall incosporate the requiscments of this Section in all subconteacts requitlng cach Contractor
Pasty to safeguard Confidential Information in the same manncy as provided fot in this Section.

Nothing in this Section shall supersede in any manner Gonttractor’s or Contiactor Party’s oblimations pucsuant
it Yy B P

“to HIPAA ox the provisions of this Conttact concerning the obligations of the Contractor 2s a Business

Assoclate of the Departnent.

8. Financial Audit for State Grants,

Fot pucposes of this patgtapl, the wotd "contiactor” shall be deemed to mean "nonstate entity," as that term
is defined in Section 4-230 of the Coanectivut General Statutes, The contractor shall provide for an anmial
financial wudit acceptable to the Depattinent for any expenditure of state-awarded fonds made by the
continctor. Such audit shall include management lettets and audit recommendations. ‘The State Auditors of
Public Accounts shall have access to alt records and accounts for the fscal yeau(s) in which the awnrd was
made. The conttactor will comply with federat and state single audit standads as applicable,

State Camptyoller Specifications. In accordance with Conn. Gen, Stat, § 4d-31, this Conteact is deemed o
have fncorporated within it, and the Contractor shall deliver the Goods and Services in compliance with, all
specificatlons established by the State Comptraller to ensure that all policies, procedures, processes and control
spstems, including hatdwate, software and protocols, which are established or provided by the Contractor ot
Contractor Patlies, ate compatible with and support the State's cose financial systems, including but not limited
to, accounting, payroll, time and attendance, and retirement systems,

CIO Subcontract Approval. Tn accotdance with Conat. Gen. Stat. § 4d-32, the Conteactor shall not award 2
subcontract for work undet this Conteact without having fist obtained the weitten approval of the Chief
Information Officer of the Depattinent of Infonmation Technology or theit desigace of the selection of the
subcontiactot and of the provisions of the subconteact. ‘I'he Contrnctar shall deliver a copy of each exeeuted
subconteact o amenclment to fhe subconteact to the Chicf Information Officet, who shall maintain the
subconteact ot amendment as 4 public tecord, as defined in Conn. Gen. Stat, § 1-200.

Rights to and Integiity of Public Records. In accordance with Conn. Gen, Stat, § 4d-34, (a} neither the
Contractos nor Contractor Pasties shall have any Titte in or to (1) any public records which the Contractor ot
Contractor Parties possess, modily or ereate putsuant to a contiact, subcontiact or amendment to a contract ot
subcontract, or (2) any modifications by such conteactor, subcontictor, employee of agent to such public
tecotds; (b) neithet the Contractor nor Contractor Pasties shall impait the integrity of any public records which -
they possess ot create; and (¢) public secords which the Contractor or Contractor Pasties possess, modify or
create putsuant Lo this Conteact o other contract, subcontiact o amendment to 1 contract or subcontract shall
at all times and for all pugposes remain the propesty of the State. Fot pueposes of this saction, “public tecords”
shall have the meaning set forth in Conn. Gen, Stat. § 4-33, as It may be modified from time to tivie,

Public Records and FOIA. In accordance with Conn. Gen, Stat. § 4d-35, any public tecord which n state
apeucy provides to the Contiactor ot Conttactor Pasties shall remain & public recosd for the pueposes of
subsection (1) of section 1-210 and 15 to such public records, the State, the Conttactor and Contractor Pasties
shall have a joint and several obligation to comply with the ohligations of the state agency under the Freedom




o

b)

of Infotmation Act, as defined in section 1-200), provided that the determination of whether or not to disclose
a pacticular record or type of record shall be made by such state agency.

Disclosure of Public Records. Tn accordance with Conn. Gen. Stat. § 4d-36, neither the Contractor nor
Contractot Patties shall disclose fo the public any public records (x) which they possess, modify or create
putsuant to this Conteact ot any contract, subcontsact or smendment € 1 contract of subcontiact and (b
which  state agency (1) is prohibited from disclosing putsuant to state o1 federal liw in all cases, (2) may
disclose putsuant to state or federal law only to certaln entities or individuals or under cectain conditions or 3
may withhold from disclosure pngsuaat fo state or fedesal b, This provision shall not be construed to
prohibit the Conteactor from disclosing such public records to any Contmctor Pasties to caety out the purposcs
ofits subeontract, For purposes of this section, “public records” shall have the mogning set forth in Conn,
Gen, Stat. § 1-200, s it may be modified from tme to time.

Profiting from Pablic Records. In accordance with Conn. Gen, Stat. § 4d-37, neither the Contmctor nor
Conlractor Pacties shall sell, marker or otherwise profit from the disclosure ot use of any public records which
ate in their possession pursuant to this Conteact of any continct, subeontract or amendment to a contract or
subconteact, except as authorized in this Conteaet. Fot putposes of this section, “public recards™ shall have the
menning set forth in Cont, Gen, Stat, § 1-200, as it mny be modified from time to time,

Contractor’s Obligation to Notify DAS commissioner Congerning Public Records, Fn accardance with Coon,
Gen. Stat, § 4cl-38, i the Contractor or Contractor Patties learn of any violation of the provistons of Cann,
Gen. Stat. §§ 4d-36 ox 4d-37 they shall, no later than seven calendar days after leasning of such vielntion, na tify
the commissioner of such violation,

General Assembly Access to Records. Tn accosdance with Conn, Gen, Siat, § Ad-40, the Joint Committee on
Legislative Management and each nonpartisan office of the Genesal Agsembly shall continue to have access to
state agency recosds that is not less than the nceess that said committes and such offices have on July 1, 1997,

9. Continnity of Systems, This Section s intended to ¢omply with Gonn, Gen. Stat, §4d-44,

The Contractor acknowledges that the Systems and associated setvices ate important to the fanction of State
government and that they must continue withoe intercuption, Putsvant to Conn. Gen, Stat. §dd-d<, if the worlk
undet the Contact, any subcontact, o amendiment to elther, is transferred back to the State or to another
contractor at any time for any reason, then the Contractos shall cooperate fully with the State, and do and petfonin
all acts and things that T2AS deerns to be fiecessaty or appropriate, to ensute continuity of state npency information
system and telecommunication system facilities, equipment and services so that these js no disruption or
internuption In performance as requiced or petmitied in the Contract, "The Continctor shall not entes fnfo any
subcontract for any past of the performance under the Contct without approval of such subconttact by DAS, as
tequired by Conn, Gen, Stat. §4d-32, and without such subcositract lncluding # provision that obligates the
subcontiactor to comply fally with Conn. Gen, Stat. §4d-44 as If the subcontractor were in fact the Contractor. The
Centtactor shall make a £ull and complete disclosure of 4nd delivery to DAS ot its tepresentatives of all Records
and “Public Recotds,” as that term is defined in Conn. Gen. Stat §4d-33, as it may he amended, in whatever form
they exist ot ate stored and maintained aud whesever located, directly ot indirectly conceming the Contract,

The patties shall follow the: following applicable and tespective procedutes in order to ensute the ordedy transfer to
the State of

{1) such facilities and equipment;

(%) all softwate created or modified putsuant to the Contract, subcontract or smendment; and

(3) all public tecords, as defined in Conn. Gen, Stat, §e1d-33, which the Contractor or Contractor Vatties possess ok
create pursant to the Contract, subcontiact oz amendment,

IE the Contractor employs formet State employees, the Contractor shall facilitate the exercising of any
reemployiment tights that such State employees may have with the State, inclading, but not limited to, affording
them all reasonable opportunities during the wotkday to Intesview for State jobs. 'I'he Contractor shall inchude
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lnguage similar to this section in all of its conteacts with irs subcontractors and applicalile Conteactor Parlics so
that they ate simitarly obligated.

10, Lease Agreements: NONE.
11, DPrimary Contaet

Participating Batity's primary contact for this Participatin -Addendum is:
paling V8§ ¥ g

Kats H, Wohlgemuth

Contract Speciallst

Depariment of Administrative Services
State of Connecticnt

165 Capital Avenue

Fartford, C1'

(800) 713-5606

Kris Wahlegemuth@cr.gov

Contractor's primney contact for this Pueticipating Addendum js:

Beth Massaro

Abturs Communications Solutions
850 North Main Street Extension
Building 1, Suite 3C

Wallingford, C1' 06492

(860) 613-1210

himassaro(edaltaracs.com
12, Master Agreerment Number: All Pogchgse Oxders fssuec by Purchasiug Entities within the

juisdiction of this Participating Addendoin shall inelade “Master Ageeement
PA4400040331",

13, Puschase Ordets: All Purchasing Lntities issuing valid Putehase Ordess will e bound by
the tevms and conditions of the Master Agreement PA4400040331 ineluding, without kmitation, the
abligation to pay Contsctor for Service and Equipmentprovided,

14, Oider of Precedence:; The parties acknowledge and agree that

(1) In the event of 4 confllet betwsen the terms contalnied in the Master Agrecinent
PA4400040331 and this Pasticipating Addendum, the fetms and conditions of this Participating
Addendum will control as between Contractor ad the Paficipating Entity,

TN WITNESS WHIRROF, the palies have excented this Participating Addendum as of the dute of execution by both
parties below,

Pagticipating Butity: CONNELAI LT Continctor: Altuts Communication Solufiops
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